Application for Use of Medicaid Data
Stored by the Office of Research and Statistics
A.  Application Information
	Name of Requestor:
	

	Job Title:
	

	Organization:
	

	Address:
	

	Phone Number:
	
	Fax Number:
	

	Email Address:
	

	Title of Study:
	

	Previous Data Requests:

	

	Today’s Date:
	


B.  Data Request
	Data Elements Requested:

	

	Selection Criteria for Database:
Please specify the variables and variable values to be used for selecting records:
	

	Time Frame for Requested Elements:
Please specify in Month(s) and Year(s)

	

	Desired Electronic Medium:
	


C.  Study Protocol and Project Activities
	Describe how the purpose of the study or project relates to the Medicaid State Plan administration (See 42 CFR 431.302) (if applicable)
	

	Cite legal authority for obtaining the data (if applicable)
	

	Explain the study objectives and hypotheses, where applicable
	

	Indicate if the proposal analysis will be used for legal, administrative or other actions that may directly affect particular individuals, health care providers or professionals or state agencies or other organizations
	

	Please describe other data which will be used/linked in this study
	

	Describe the analysis to be performed.  If analysis is to be completed by multiple organizations/entities, specify what analysis each organization/entity will perform.
	

	Explain the benefits of the study
	

	Describe any other intended use of the data or additional plans for release of the data
	


	Format/Level of Data to be Re-released

	


D.  Security Measures
	Describe the procedures for protecting the confidentiality of Medicaid data in accordance with 42 CFR 431.300 et seq., Code of Laws of South Carolina (1976) Volume 27, as amended, copies of which are attached.
	

	Describe what methods will be used to physically secure the data
	

	Describe the plans for disposal of restricted and confidential data elements upon completion of the project.
	


Confidentiality Contract for the Use of Medicaid Data
Stored by the Office of Research and Statistics
Applications for the release of restricted and confidential data elements require the Requestor to submit a signed confidentiality contract to the Office of Research and Statistics (ORS) with a list of the names and titles of all persons who will have access to the data including: employees, subcontractors and committee members.  All persons with access to the data will be required to sign a confidentiality contract, which will be held by the Requestor for review upon request by the SCDHHS.  I agree to the following confidentiality requirements related to the use or release of restricted and/or confidential data elements:
1. I will not allow others to nor will I myself use the data elements for purposes other than the study purposes and the purposes specified in this application.  Use of restricted data elements for a research project other than the one described in this application will not be undertaken until a separate form for that project has been submitted to and approved by the SCDHHS.
2. I shall preserve the confidentiality of/anonymity of clients and providers by observing the following conditions:
i. Confidentiality/anonymity of clients and providers is to be preserved in accordance with 42 CFR 431.300 (1996, as amended), et seq, and SCDHHS Regulations 126-170, et seq, Code of Laws of South Carolina (1976), Volume 27, as amended, copies of which are attached hereto and labeled as Attachment A and Attachment B; and
ii. All persons who are to have access to Medicaid data files will be given a copy of the relevant CFR sections and State Regulations and asked to read those sections and to sign the following certification:
“I acknowledge that I have read 42 CFR 431.300 (1996, as amended), et seq, and SCDHHS Regulations 126-170 et seq., and I agree to be bound by the confidentiality conditions contained therein.”
3. I will not allow others to nor will I myself release, furnish, disclose, publish or otherwise disseminate these data in any manner other than those approved and specified in this application.
4. I will not allow others to nor will I myself use this data to identify any individual.
5. I will not allow others to nor will I myself re-release the identity of any individual.
6. I will not allow others to nor will I myself use this data to identify any health care facility and/or professional without prior SCDHHS approval.
7. I will not allow others to nor will I myself publish, disseminate, communicate or otherwise re-release health care facility and/or professional identifiable data without prior approval by the SCDHHS and review and comment by the affected facilities.
8. I will not allow others to nor will I myself match this data set(s) to other patient level data sets by use of patient, health care facility and/or professional level characteristics without prior approval by the SCDHHS.
9. I will not allow others to nor will I myself release data in a report or for dissemination will a cell size of less than 5 without prior approval by the SCDHHS.
10. A full disclosure of how the data are to be used and the safeguards used for the storage of data are included with this application.  (Please submit any changes to the security procedure outlined in the application to the SCDHHS.)
11. Restricted and/or confidential data elements will be destroyed or returned to the Office of Research and Statistics (ORS) upon completion of the research project.  Aggregate data and reports based on confidential data and/or restricted data shall be stored under appropriate security measures.
12. The data must remain solely with the original project entity.  A new application must be submitted in the event of a proposed change of the lead entity for the project.
13. In the event of a change in the Requestor, a newly signed Confidentiality Contract must be submitted to the ORS within 90 days.
14. I have the authority to assume the responsibility, on behalf of myself and my organization (if applicable), to insure that the data is used as specified and I, and my organization, will be responsible for the use/misuse of these data.
15. Reports containing restricted and/or confidential data must be marked “Confidential.  Not For Release”.
Name and Title of Requestor:                                                                                                                            
Organization/Firm Name (Branch, Division, Department, etc.):                                                                          
Address (City, State, Zip Code):                                                                                                                        
Telephone (with area code):                                                                    
Fax Number (with area code):                                                                 
Other individuals having access to these data include the following:
Name, Position and Address:                                                                                                                             
Name, Position and Address:                                                                                                                             
Name, Position and Address:                                                                                                                             
Name, Position and Address:                                                                                                                             
Name, Position and Address:                                                                                                                             
By signing this document, I agree to comply with all the confidentiality requirements indicated in this document.
Signature of Requestor:                                                                        
Date:                                                     
Attach additional sheets for names and titles, as necessary.
ATTACHMENT A

FEDERAL MEDICAID CONFIDENTIALITY REGULATIONS
                         TITLE 42‑‑PUBLIC HEALTH
CHAPTER IV‑‑HEALTH CARE FINANCING ADMINISTRATION, DEPARTMENT OF HEALTH AND HUMAN SERVICES‑‑(Continued)
PART 431‑‑STATE ORGANIZATION AND GENERAL ADMINISTRATION
   Subpart F‑‑Safeguarding Information on Applicants and Recipients
Source:  44 FR 17934, Mar. 29, 1979, unless otherwise noted.
Sec. 431.300  Basis and purpose.
    (a) Section 1902(a)(7) of the Act requires that a State plan must provide safeguards that restrict the use or disclosure of information concerning applicants and recipients to purposes directly connected with the administration of the plan. This subpart specifies State plan requirements, the types of information to be safeguarded, the conditions 
for release of safeguarded information, and restrictions on the distribution of other information.
    (b) Section 1137 of the Act, which requires agencies to exchange information in order to verify the income and eligibility of applicants and recipients (see Sec. 435.940ff), requires State agencies to have adequate safeguards to assure that —
    (1) Information exchanged by the State agencies is made available only to the extent necessary to assist in the valid administrative needs of the program receiving the information, and information received under section 6103(l) of the Internal Revenue Code of 1954 is exchanged only with agencies authorized to receive that information under that section of the Code; and
    (2) The information is adequately stored and processed so that it is protected against unauthorized disclosure for other purposes.
[51 FR 7210, Feb. 28, 1986]
Sec. 431.301  State plan requirements.
    A State plan must provide, under a State statute that imposes legal sanctions, safeguards meeting the requirements of this subpart that restrict the use or disclosure of information concerning applicants and recipients to purposes directly connected with the administration of the plan.
Sec. 431.302  Purposes directly related to State plan administration.
    Purposes directly related to plan administration include‑‑
    (a) Establishing eligibility;
    (b) Determining the amount of medical assistance;
    (c) Providing services for recipients; and
    (d) Conducting or assisting an investigation, prosecution, or civil or criminal proceeding related to the administration of the plan.
Sec. 431.303  State authority for safeguarding information.
    The Medicaid agency must have authority to implement and enforce the provisions specified in this subpart for safeguarding information about applicants and recipients.
Sec. 431.304  Publicizing safeguarding requirements.
    (a) The agency must publicize provisions governing the confidential nature of information about applicants and recipients, including the legal sanctions imposed for improper disclosure and use.
    (b) The agency must provide copies of these provisions to applicants and recipients and to other persons and agencies to whom information is disclosed.
Sec. 431.305  Types of information to be safeguarded.
    (a) The agency must have criteria that govern the types of information about applicants and recipients that are safeguarded.
    (b) This information must include at least‑‑
    (1) Names and addresses;
    (2) Medical services provided;
    (3) Social and economic conditions or circumstances;
    (4) Agency evaluation of personal information;
    (5) Medical data, including diagnosis and past history of disease or disability; and
    (6) Any information received for verifying income eligibility and amount of medical assistance payments (see Sec. 435.940ff). Income information received from SSA or the Internal Revenue Service must be safeguarded according to the requirements of the agency that furnished the data.
    (7) Any information received in connection with the identification of legally liable third party resources under Sec. 433.138 of this chapter.
[44 FR 17934, Mar. 29, 1979, as amended at 51 FR 7210, Feb. 28, 1986; 52 FR 5975, Feb. 27, 1987]
Sec. 431.306  Release of information.
    (a) The agency must have criteria specifying the conditions for release and use of information about applicants and recipients.
    (b) Access to information concerning applicants or recipients must be restricted to persons or agency representatives who are subject to standards of confidentiality that are comparable to those of the agency.
    (c) The agency must not publish names of applicants or recipients.
    (d) The agency must obtain permission from a family or individual, whenever possible, before responding to a request for information from an outside source, unless the information is to be used to verify income, eligibility and the amount of medical assistance payment under section 1137 of this Act and Secs. 435.940 through 435.965 of this chapter.
If, because of an emergency situation, time does not permit obtaining consent before release, the agency must notify the family or individual immediately after supplying the information.
    (e) The agency's policies must apply to all requests for information from outside sources, including governmental bodies, the courts, or law enforcement officials.
    (f) If a court issues a subpoena for a case record or for any agency representative to testify concerning an applicant or recipient, the agency must inform the court of the applicable statutory provisions, policies, and regulations restricting disclosure of information.
    (g) Before requesting information from, or releasing information to, other agencies to verify income, eligibility and the amount of assistance under Secs. 435.940 through 435.965 of this chapter, the agency must execute data exchange agreements with those agencies, as specified in Sec.435.945(f).
    (h) Before requesting information from, or releasing information to, other agencies to identify legally liable third party resources under Sec. 433.138(d) of this chapter, the agency must execute data exchanges agreements, as specified in Sec. 433.138(h)(2) of this chapter.
[44 FR 17934, Mar. 29, 1979, as amended at 51 FR 7210, Feb. 28, 1986; 52 FR 5975, Feb. 27, 1987]
Sec. 431.307  Distribution of information materials.
    (a) All materials distributed to applicants, recipients, or medical providers must‑‑
    (1) Directly relate to the administration of the Medicaid program;
    (2) Have no political implications except to the extent required to implement the National Voter Registration Act of 1993 (NVRA) Pub. L. 103‑931; for States that are exempt from the requirements of NVRA, voter registration may be a voluntary activity so long as the provisions of section 7(a)(5) of NVRA are observed;
    (3) Contain the names only of individuals directly connected with the administration of the plan; and
    (4) Identify those individuals only in their official capacity with the State or local agency.
    (b) The agency must not distribute materials such as ``holiday'' greetings, general public announcements, partisan voting information and alien registration notices.
    (c) The agency may distribute materials directly related to the health and welfare of applicants and recipients, such as announcements of free medical examinations, availability of surplus food, and consumer protection information.
    (d) Under NVRA, the agency must distribute voter information and registration materials as specified in NVRA.
[44 FR 17934, Mar. 29, 1979, as amended at 61 FR 58143, Nov. 13, 1996]
ATTACHMENT B

SCDHHS CONFIDENTIALITY REGULATIONS
126-170. General.
A. Disclosure of Commission held client information is limited to purposes
directly connected to the administration of the Commission's programs and
grants.
B. This Subarticle applies to Commission held client information from all
programs and grants administered by the Commission and applies to all requests
for client information received from outside the agency.
C. In addition to the safeguards provided by this Subarticle the following
may apply:
1. Records maintained in connection with any federally assisted alcohol or
drug abuse program are subject to special confidentiality standards contained in
the Public Health Service Act. The intent is that those Sections (currently, 42
USC  290dd-3 & 290ee-3), however amended or recodified are referenced here as
long as they apply.
2. Information received by the Commission from another agency may continue to
be protected by the confidentiality statutes or regulations of that agency. In
each instance, the receiver of the information should understand what statutes
and regulations apply.
126-171. Protected Information.
Protected information is of two (2) general types which include but are not
limited to the following:
A. Information regarding the financial eligibility determination and
authorization of payment or benefits:
1. Names and addresses;
2. Social and economic conditions or circumstances;
3. Commission evaluation of personal information such as financial status,
citizenship, residence, age, and other demographic characteristics;
4. Information received for verifying income, eligibility, and amount of
benefits; and
5. Information received in connection with the identification of a liable
third party resource.
B. Medical Information:
1. Medical data, including diagnosis and history of diseases or disabilities;
2. Medical services provided;
3. Medical status, psycho behavioral status, and functional ability;
4. Results of laboratory tests; and
5. Medication records.
126-173. Release of Information.
A. Access to eligibility information is restricted to persons, agencies, and
entities which by their own rules or by contract are subject to confidentiality
standards which are comparable to those set forth in this Subarticle. In
addition, the information released must be subject to the following by agreement
or by attaching the NOTICE directly to the information provided:
NOTICE: THIS IS CONFIDENTIAL INFORMATION FROM THE RECORDS OF THE SOUTH CAROLINA STATE HEALTH AND HUMAN SERVICES FINANCE COMMISSION. OUR AUTHORIZATION TO RELEASE THIS INFORMATION TO YOU DOES NOT IMPLY PERMISSION TO FURTHER DISCLOSE THIS INFORMATION EVEN WITHIN YOUR OWN ORGANIZATION/AGENCY. RERELEASE OF THIS INFORMATION SHOULD BE GOVERNED BY YOUR OWN CONFIDENTIALITY STANDARDS, CONTRACTUAL RELATIONSHIPS, AND ANY APPLICABLE STATUTES AND REGULATIONS.
B. Organizations, agencies, and individuals (and their agents, as permitted
by program rules) that provide services which are paid for by the Commission,
will at times need to verify program eligibility through the Finance Commission
or its agents. The Commission and its agents will comply with requests in which
the requesting party can furnish information, as specified by the Commission,
which uniquely identifies the requesting provider of services and the recipient
about which information is sought.
C. With respect to non emergency requests, from any source, for medical
information, the Commission must be given the original or a legible photocopy of
written permission, executed by the individual or someone authorized to make
decisions for the individual before complying. Any information supplied must be
accompanied by the NOTICE in A. above.
D. If an emergency exists with respect to medical information, the Commission
will notify the individual or the authorized representative immediately after
supplying the information. Any information supplied must be accompanied by the
NOTICE in A. above.
E. If a court issues a subpoena for agency held information specifically
identifying a client, the Commission must either obtain the individual's consent
to release the information, or obtain an order, from a competent court, for the
release of the information after apprising the court of the existence of these
and any other confidentiality rules which apply. Any information supplied must
be accompanied by the NOTICE in A. above.
F. The Commission may release information in accordance with data exchange
agreements permitted by federal and state statutes or regulations.
G. The Commission may release general information or statistical information
such as total expenditures, the number of clients served, and other information
which does not fall within the class of information which can be identified with
any particular individual.
H. The Commission is required to release protected information to state and
federal auditors, performing bona fide audits of the Commission's operations.
When the Commission contracts for audits, the contract must bind the auditor to
the standards contained in this Subarticle.
126-172. Purposes Directly Connected to the Administration of the Programs and
Grants.
Purposes directly connected to the administration of programs and grants
include, but are not limited to:
A. Establishing eligibility;
B. Determining the amount of payments or other benefits;
C. Providing or arranging for services;
D. Confirming eligibility for billing purposes;
E. Conducting or assisting in investigations, prosecutions or criminal or
civil proceedings related to the administration of programs or grants; and
F. Conducting research used in program planning and evaluation, provided that
the researcher agrees to be bound by the provisions of this Subarticle and any
Research Protocol adopted by the Commission.
126-174. Distribution of Materials to Recipients and Providers.
A. The agency may not distribute any materials to recipients or providers
unless the material has no political implications, provides no commercial
advantage to any entity, and is directly related to the administration of
programs.
B. The agency may distribute materials that are directly related to the
health, welfare and safety of recipients and providers such as announcements of
free medical examinations, availability of surplus food, and consumer protection
information.
126-175. Penalties.
A. The Commission may impose sanctions for violations of the provisions of
this Subarticle through its progressive disciplinary procedures for Commission
personnel.
B. The intent is that violations of this Subarticle may also be subject to
penalty provisions in the Commission's statutes.
Code of Laws of South Carolina 1976 (as amended).  
